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Our customerôs best 

practices

ÅMake your organizational compliance & privacy 

responsibilities a priority

ÅDevelop written policies and procedures that align 

with compliance &privacy responsibilities 

ÅConsistently enforce the policies through 

repeatable procedures plus sanctions and training

ÅOver time, a culture of privacy results that is 

aligned with compliance & privacy responsibilities 
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Trust but Verify®

Re-enforced Culture of Privacy & Compliance



Automates compliance processes

Streamlines incident 
investigation & reporting

Proactive alerting with filtering

Dozens of EHRs supported out-of-the-box

Supports massive scaling ïup and/or out

Privacy  Surveillance Solutions

Trust but Verify®



FairWarning® System Architecture

McKesson Horizon
Clinical & Physician Portal

Audit Logs

SAN

SAN Fiber

MEDITECH, 
ChartMaxx 
Audit Logs

Other
Data sources

Encrypted Archived Audit Logs

Cerner, GE, Epic, 
Siemens, Eclipsys 

Audit Logs

Users access FairWarning® through web 

browser ïNo client software

FairWarning® runs as a service on customer 

premise ïFairWarning® is responsible for 

day-to-day operations through secure VPN

Agent-less:  FairWarning® does NOT impact 

the performance or availability of applications;

Hardened Linux based server; Support for 

SAN, NAS, other backup methods

OUT-OF-BOX support for EVERY major 

healthcare application vendor

Options for massive 

scaling

ÅScale-up (larger servers)

ÅScale-out (processing spread 

over multiple servers)

ÅHigh availability configurations



Compliance mapping

ÅHIPAA:  Systematically audit all systems which access PHI; 

Archive & retrieve audit logs; Respond & investigate 

suspected incidents; Mitigate damages of suspected incidents; 

Protect against reasonably anticipated breaches

ÅFTC: Investigative procedures appropriate for the size of 

institution; Detect unusual habits, behaviors, warning signs; 

Board reporting

ÅAB 211 & SB 541:  Prevent, detect, report medical record 

snooping 

ÅeDiscovery & Disclosure:  Digitally signed audit logs create 

tamper-proof environment



Å Automated random user auditing

Å Break-the-glass audits

Å Family member snooping

Å Employee as patient scenarios

ï Immune department filtered

ï Home department scenarios

Å Neighbor snooping

Å Physician office auditing

Å Self examination

Å Simultaneous EMR logins

Å VIP Scenarios

Å Address changes

Å Billing, accounting, insurance access

Å Deceased patient access

Å Discharged patient access

Å Family & neighbor snooping

Å Patient access thresholds

Å Printed records thresholds

Å Sequential patient access

Å Other demographic changes

Example privacy scenarios

All scenarios with FILTERS

COMPLIANCE MAPPING

ÅHIPAA:  Systematically audit all systems 

which access PHI; Protect against 

reasonably anticipated breaches; mitigate 

damages of suspected incidents

ÅFTC: Detect unusual habits, behaviors, 

warning signs

ÅAB 211 & SB 541:  Prevent, detect, report 

medical record snooping covered by state 

laws



Global investigations

FairWarning® searches across 

all application audit sources 

filtered by date & time range:

ÅPatient name / MRN

ÅUser name / userid

ÅIP address, other

Legislation mapping: 

ÅHIPAA:  respond to suspected 

incidents; mitigate damages

ÅFTC Red Flags Rule:  

investigative procedures 

appropriate for the size of 

institution

ÅAnti-snooping state laws: 

Investigate medical record 

snooping



Proactive best practices

FairWarning® includes 

best practices for 

proactive, behavior-based 

scenarios

Legislation mapping: 

ÅHIPAA:  protect against reasonably 

anticipated breaches;  systematically 

audit systems which access PHI

ÅFTC Red Flags Rule:  Detect unusual 

habits, behaviors, warning signs

ÅAnti-snooping state laws:  Prevent, 

detect, report medical record 

snooping covered by state laws

The on-line ñLantern Roomò is 

for FairWarning® customers to 

compare & contribute privacy 

scenarios and requirements


