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Our customer 0S
FAIRWARNING

practices

AMake your organizational compliance & privacy
responsibilities a priority

A Develop written policies and procedures that align
with compliance &privacy responsibilities

A Consistently enforce the policies through
repeatable procedures plus sanctions and training

AOver time, a culture of privacy results that is
aligned with compliance & privacy responsibilities



FAIRWARNING Trust but Verify®

EntityT wide Privacy Plan
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Re-enforced Culture of Privacy & Compliance

Written
Privacy ‘
Policies




Privacy Surveillance Solutions

FAIRWARNING Trust but Verify®

v~ Automates compliance processes

v Streamlines incident
Investigation & reporting

v Proactive alerting with filtering
v Dozens of EHRs supported out-of-the-box

v’Supports massive scaling T up and/or out



FairWarning® System Architecture

Cerner, GE, Epic,
Siemens, Eclipsys
Audit Logs

@j

SAN Fiber “*e

Slv]e

Users access FairWarning® through web
browser i No client software

FairWarning® runs as a service on customer
premisei FairWarning® is responsible for

McKesson Horizon
Clinical & Physician Portal

Audit Logs
-
- MEDITECH,
ChartMaxx
Audit Logs

Other
Data sources
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Options for massive
scaling

day-to-day operations through secure VPN

Agent-less: FairWarning® does NOT impact
the performance or availability of applications;
Hardened Linux based server; Support for
SAN, NAS, other backup methods

OUT-OF-BOX support for EVERY major
healthcare application vendor

Ascale-u p (larger servers)

AScale-out (processing spread
over multiple servers)

AHigh availability configurations




FAIRWARNING Compliance mapping

AHIPAA: Systematically audit all systems which access PHI;
Archive & retrieve audit logs; Respond & investigate
suspected incidents; Mitigate damages of suspected incidents;
Protect against reasonably anticipated breaches

AFTC: Investigative procedures appropriate for the size of
Institution; Detect unusual habits, behaviors, warning signs;
Board reporting

AAB 211 & SB 541: Prevent, detect, report medical record
snooping

AeDiscovery & Disclosure: Digitally signed audit logs create
tamper-proof environment



Example privacy scenarios
FAIRWARNING A} scenarios with FILTERS

et COMPLIANCE MAPPING

Billing,

AHIPAA: Systematically audit all systems
which access PHI; Protect against

el reasonably anticipated breaches; mitigate
F damages of suspected incidents

Deceas

Patient _ _
AFTC: Detect unusual habits, behaviors,

ZWEL warning signs

M AAB 211 & SB 541: Prevent, detect, report
L medical record snooping covered by state

A VIP Scenarios



FAIRWARNING  Global investigations

co. — — FairWarning® searches across
e o — “|GooglelG- Lo} @seins§ all application audit sources
W |§Globa|5earchpage | 3 M) v @m v [=hPage v { Tools v . .
B filtered by date & time range:
FAIRWARNING
oo .
T APatient name / MRN
uick Navigation Administration Policy Automation Scenarios ] =
——— e — AUser name / userid
AIP address, other

Global Search Criteria

Category of Data to Sear

Legislation mapping:

5(6 (7|8 |9|10|11

215 15 16 17 1 AIPAA: respond to suspected

2% 212 2 3 [31] ; incidents; mitigate damages

AFTC Red Flags Rule:
investigative procedures
appropriate for the size of
institution

AAnti-snooping state laws:
Investigate medical record
snooping




FAIRWARNING Proactive best practices
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best practices for
: .
] proactive, behavior-based

Policy Possible Self-Examination: Any events where

.
Cerner - User/Patient Name Match Enabled M medium 5
Compliance user and patient have same name S C e n ar I O S

Cermner-VIP-DrOfice Access  Enabled A% medium  Physician Office access of VIP Patient
Compliance
HIPAA hi Employee access of patients flaz
. igh -
Compliance or Dignitary
HIPAA
Compliance

Policy

Cerner - VIP access Enabled

Cerner VIP Rule Disabled high VIP rule

Eclipsys - Usg Name Enabled oW Possible Self-Examination: Any events where

Match Compliance user and patient have same name
Medical Identity .
Theft high

emographics Disabled !Iv,‘:ggcal Identity high ggnrglotgéi;irggdifying basic patient ‘v Leg I S | atlo n m ap pl n g :

EPIC dressInfo  Disabled Employees modifying patient address info

cessing 50 Disabled Medical Identity high Employeg accessing more than 50 patient
Theft records in a day

Medicaldent 2es printing patient info

AIPAA: protect against reasonably
b ST, Emploree acokssiin anticipated breaches; systematically

| Inquiry

of patient billing records byunauthorizedL ‘ au d i t System S W h i C h ac C eSS P H I

es

The On_l I n e ﬁ L a n t e r of patient fin 2n<ial record Fy vnau nuon e I S
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> Self-Examination: Any events w

e information accessed by inappropriate

for FairWarning® customers to § AFTC Red Flags Rule: Detect unusual

> Self-Examination: Any events where

compare & contribute privacy habits, behaviors, warning signs

in a day in McKesson STAR

Scenarios and reqUIrem ents eczrauccessingtheblllmgareasofa - -
bes using the Enter/Edit Patient Data AAntI -sn Oop | ng State Ia.WS : Prevent’

detect, report medical record
snooping covered by state laws
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