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Avoiding a Compliance Review:
a Plan to Fulfill Privacy Requirements

July 21, 2010

Click Here to View the Webinar Replay

https://fairwarningevents.webex.com/fairwarningevents/lsr.php?AT=pb&SP=EC&rID=2547012&rKey=788bad4807b1cd98
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¢ƻŘŀȅΩǎ !ƎŜƴŘŀ

ÇOverview

ÇάaŀŎέ aŎaƛƭƭŀƴ ςά!ǾƻƛŘƛƴƎ ŀ /ƻƳǇƭƛŀƴŎŜ wŜǾƛŜǿΥ 

!ǳŘƛǘƛƴƎ ŀƴŘ [ƻƎƎƛƴƎ ƛƴ ŀ IŜŀƭǘƘŎŀǊŜ 9ƴǾƛǊƻƴƳŜƴǘέ

ÇKurt J. Long ςάtǊƛǾŀŎȅ !ǳŘƛǘƛƴƎ ŀƴŘ aƻƴƛǘƻǊƛƴƎΥ ŀ 

DƻǾŜǊƴŀƴŎŜΣ wŜǇƻǊǘƛƴƎ ŀƴŘ wƛǎƪ tŜǊǎǇŜŎǘƛǾŜέ

ÇQuestions & Answers
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MAC MCMILLAN
AVOIDING A COMPLIANCE REVIEW: AUDITING 
AND LOGGING IN A HEALTHCARE ENVIRONMENT 



Logging and Auditing in a 

Healthcare Environment

Mac McMillan 

CEO CynergisTek, Inc.

Chair, HIMSS Privacy & Security Steering Committee

July 21, 2010



Introduction
Å Chair, HIMSS Privacy & Security Steering 

Committee

Å Former Chair, HIMSS Information Security 

Working Group

Å National Practice Director, CTG Healthcare 

Solutions

Å Director of Security, SAIC Intelligence 

Solutions Group

Å Director of Security, Defense Threat 

Reduction Agency, DoD

Å Director of Security, On-Site inspection 

Agency, DoD

Å DoD Critical Infrastructure Protection 

Committee

Å Contributing Author:  Information Security in 

Healthcare: Managing Risk



What Experience Has Taught 

Us About Securing Data

ÅIf done correctly log analysis is without 

a doubt the most powerful security tool 

we have for proactively avoiding 

security and privacy incidents.

ÅBy correctly I mean - actively monitoring 

system and application logs in an 

automated process with multi-level 

correlation.



Proliferation of Regulations 

with Log/Audit Requirements
ÅHIPAA/HITECH

ÅFTC Red Flag Rules

Å21 CFR Part 11

Å42 CFR part 2

ÅSOX

ÅGINA

ÅFISMA

ÅPayment Card Industry/Data Security Standard

ÅState Laws



What HITECH Changed

ÅApplied HIPAA to Business Associates

ÅNew/Updated Privacy Statutes

ïBreach Notification

ïAccounting of Disclosures

ïMarketing/Sales of PHI

ïPatient Access/Disclosure Restrictions

ïLimited Data Set/Minimum Necessary

ÅEHR Certification Standards

ÅEnhanced Enforcement



HIPAA/HITECH requirements 

driving logging and audit
ÅHIPAA

ïRisk Management

ïInformation System

Activity Reviews

ïAudit Controls

ÅHITECH

- Meaningful Use

- EHR Certification

- Breach Notification

- Accounting of 

Disclosures



Some Other Requirements

ÅData retention policies

ÅAccount management reviews

ÅProcess audits

ÅControls audits

ÅThird Party security audits

ÅUser education/awareness



Breach Data/Enforcement  

Demonstrate Need 

ÅNumber of organizations reporting 

breaches increased 6% over last year

Å80+ breaches of 500 records or more to 

OCR in 2010, countless smaller ones

ÅMalicious intent is still ñless likelyò to be 

cause

ïUnauthorized access by User

ïWrongful access of paper based records

ïPhysical loss/theft of device



Enforcement & Willful Neglect

ÅOCR is following a two tier enforcement 

strategy

ïaudits/investigations based on breaches

ïrandom audits for compliance based on a 

developed plan

ÅKnowing about HIPAA requirements and not 

addressing them = willful neglect

ÅConducting analysis of risks and not 

addressing them = willful neglect



Logging & Audit Trends
Å2008 ïonly 60% 

using automated 

or partially 

automated means 

to collect/review 

log data

Å2009 ïonly 64% 

using automated 

or partially 

automated means 

to collect/review 

log data



HIMSS Annual Survey ïLog 

Sources

ÅFirewall Logs                                86%

ÅApplication Logs 72%

ÅServers 70%

ÅIntrusion Detection 60%

ÅNetwork Devices 61%

ÅAdditional Storage Devices 15%

ÅDonôt Collect 6%



Growth in Log Data

ÅAccording to SANS survey there is a 

15/20% growth in log data being 

collected each year, primarily due to:

ïIncreased log sources

ïNew regulations

ïInclusion of application logs



Frequent Themes Expressed

ÅFrustration with primarily reactive processes

ÅFrustration with time consuming manual 

processes

ÅLack of confidence in manual searches

ÅDesire to mitigate potential public 

embarrassment

ÅGaps in current SIEM/Log Management 

solutions to address clinical applications

ÅLack of log/audit functionality in systems



Challenges/Barriers

ÅVolume of 

systems/data

ÅLack of Integration

ÅIdentity 

Management

ÅLack of Access

ÅHealth Information 

Exchanges

ÅLack of functionality

ÅLack of definition

ÅLack of data 

elements

ÅLack of correlation

ÅLack of data 

mapping



Collection & Uses of Log Data

ÅDetect/prevent unauthorized access 

and insider abuse

ÅMeet regulatory requirements

ÅForensic analysis and correlation

ÅEnsure regulatory compliance

ÅTracking suspicious behavior

ÅIT Troubleshooting & network 

operations



Privacy vs. Security Auditing

ÅPrivacy violations

ÅInternal Threats

ÅEHR/Clinical 

applications

ÅApplication log 

managers

ÅNetwork/system 

security

ÅInternal/external 

Threats

ÅIT Infrastructure

ÅNetwork log 

managers/SIEM



Using Other Technologies to Audit

ÅData Loss Prevention

ÅEmail Encryption

ÅVulnerability Scanners

ÅPolicy Management Scanners

ÅConfiguration Managers



Disjointed Efforts Will Not 

Support Future Needs 

ÅPrivacy and Compliance organizations 

have focused on application monitoring 

ÅTechnical and Security organizations 

have focused on monitoring events 

affecting security of the IT infrastructure

ÅThis approach is inefficient and adds to 

the risk of exploitation 



How Correlation Enables Proactive 

Audit and Monitoring 

ÅIncreases efficiency in investigative 

processes

ÅMultiple reports increases confidence

ÅAssists in identifying false alarms

ÅMissing data is not as limiting

ÅMore thorough understanding of 

incidents

ÅReduces number of false alerts



Correlation Does Matter

ÅConfirmation of multiple pieces of 

information

ÅStatistical correlation

ÅHistorical correlation

ÅPattern or rule-based correlation



Healthcare Logging & Audit 

Needs
ÅBehavior based modeling for privacy 

enforcement

ÅProactive alerting of potential issues

ÅAccurate search and investigative functionality

ÅCorrelation across critical applications and 

systems of log events

ÅEarly detection of security/privacy breaches

ÅAutomated reporting/alerting for prompt action



2
0

1
0

 ©
 F

a
ir
W

a
rn

in
g

, 
In

c.
 
ς

P
ri
va

te
 a

n
d
 C

o
n

fid
e
n

tia
l

KURT LONG
PRIVACY AUDITING AND MONITORING: 
A GOVERNANCE, REPORTING AND RISK 
PERSPECTIVE 
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Patient privacy in EHRs

ÇAccelerated growth of EHRs

ÇOn-going access control challenges

ÇManual auditing processes not even mentioned as feasible

ÇHIEs require even greater privacy auditing

ÇNo proactive detection of EHR privacy breaches means only 

detect through patient incident or headlines

ÇRegulatory enforcement -> ARRA HITECH, HIPAA, State laws
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Top Concerns
ARRA HITECH Privacy

Ç92.1 % are aware of ARRA HITECH privacy rule which includes 

ŘŜŦƛƴƛǘƛƻƴ ƻŦ ǇǊƛǾŀŎȅ ōǊŜŀŎƘ ŀǎ άƛƴŀǇǇǊƻǇǊƛŀǘŜ ŀŎŎŜǎǎέ

Ç40.7 % report notification as top concern
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FairWarning® privacy auditing 
and monitoring well established
Ç Patient privacy breach detection,  remediation, governance, 

ad-hoc reporting,  enterprise security

Ç Best practices for: 
Ç Breach detection - ARRA HITECH breach definition, notification, disclosure
Ç Remediation and work-flow - ARRA HITECH, HIPAA
Ç Meaningful use - ARRA HITECH privacy technology 
Ç Privacy & security audits  - Self, state or Federal
Ç State patient anti-snooping laws
Ç Federal, state, 3rd-party privacy and security audits

Ç Automates systematic audit log review of all applications as required by HIPAA

Ç Alert on 100+ patient privacy scenarios with filtering

Ç Deters snooping, medical identity theft, identity theft

Ç 100+ EHRs and healthcare applications supported out-of-the-box

Ç FairWarning® customers represent over 300 hospitals and 1,400 clinics, U.S., Canada, United Kingdom

Ç /ǳǎǘƻƳŜǊǎ ŀƴŘ 9Iw ǾŜƴŘƻǊǎ ǘȅƛƴƎ CŀƛǊ²ŀǊƴƛƴƎϯ ǘƻ άtǊƛǾŀŎȅ ¢ŜŎƘƴƻƭƻƎȅ ƛƴ aŜŀƴƛƴƎŦǳƭ ¦ǎŜέ

Ç KLAS Research coverage of FairWarning® published week of July 12th, 2010

http://www.fairwarningaudit.com/subpages/solutions.asp
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Privacy auditing and monitoring 
άƎƻƛƴƎ-ŦƻǊǿŀǊŘέ

Ç FairWarning® Getting Started Packages

ÇHITECH Privacy Essentials

ÇPrivacy monitoring for Small and Medium Care Provider (SMCP)

ÇSolutions@FairWarningAudit.com

Ç Enterprise Level Privacy Monitoring

ÇData Definition Guide available now

ÇPrivacy Monitoring and Enterprise Security Guide available now

ÇBest Implementation Practices (August 2010)

ÇPrivacy Auditing and Monitoring , a GRC Perspective

Ç (Guide@FairWarningAudit.com) 

mailto:Solutions@FairWarningAudit.com
mailto:guides@FairWarningAudit.com
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Patient privacy auditing in EHRs

ÇPatient & user driven 

investigations

ÇAd-hoc reporting

ÇProactive privacy breach 

detection & correlative analytics
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Governance & Risk Reporting

Governance & Risk 
Reportingarea is 
designed for C-level and 
board-level officers to get 
an overview on alert 
aging, learn where the 
ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ƎǊŜŀǘŜǎǘ 
exposure is in order to 
strategically close gaps, 
and, of course, reporting 
for internal and external 
auditors and corporate 
leadership that gives the 
status, analysis and 
resolution for all Alerts 
over a period of time.


