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Introduction

Chair, HIMSS Privacy & Security Steering
Committee

Former Chair, HIMSS Information Security
Working Group

National Practice Director, CTG Healthcare
Solutions

Director of Security, SAIC Intelligence
Solutions Group

Director of Security, Defense Threat
Reduction Agency, DoD

Director of Security, On-Site inspection
Agency, DoD

DoD Ciritical Infrastructure Protection
Committee

Contributing Author: Information Security in
Healthcare: Managing Risk



What Experience Has Taught
Us About Securing Data

A If done correctly log analysis is without
a doubt the most powerful security tool
we have for proactively avoiding

security and privacy incidents.

A By correctly | mean - actively monltorlng
system and application logs in.am- \%
automated process with,multi- IéVeI "mﬁ»» L\Wﬁ
correlation.




Proliferation of Regulations
with Log/Audit Requirements

A HIPAA/HITECH

A FTC Red Flag Rules
A 21 CFR Part 11

A 42 CFR part 2

A SOX

A GINA

A FISMA

; qﬁfﬁi{lﬂ
A Payment Card Industry/Data Secunty@tand >

A State Laws




What HITECH Changed

A Applied HIPAA to Business Associates

A New/Updated Privacy Statutes
I Breach Notification

I Accounting of Disclosures
I Marketing/Sales of PHI
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I Limited Data Set/Minimum Necessary
A EHR Certification Standards
A Enhanced Enforcement




HIPAA/HITECH requirements
driving logging and audit
A HIPAA A HITECH

i Risk Management - Meaningful Use
i Information System - EHR Certification

Activity Reviews - Breach Notification
I Audit Controls - Accounting of
] 1o
D|sclosurescq<§
C< a




Some Other Requirements

A Data retention policies

A Account management reviews
A Process audits

A Controls audits

AThird Party security audits
A User education/awareness: <




Breach Data/Enforcement
Demonstrate Need

A Number of organizations reporting
breaches increased 6% over last year

A 80+ breaches of 500 records or more to

OCR in 2010, countless smaller ones
AMal i ci ous i nt en;,?

cause —

I Unauthorized access by user.. " ,

I Wrongful access of paper based records

I Physical loss/theft of device




Enforcement & Willful Neglect

A OCR is following a two tier enforcement
strategy

I audits/investigations based on breaches

I random audits for compliance based on a
developed plan

A Knowing about HIPAA requwements anmt

addressing them = willful neglect= m\\\'
.1 E

A Conducting analysis of risks ‘and not
addressing them = willful neglect




Logging & Audit Trends

A 20081 only 60%
using automated
or partially

B Manual automated means

B Man/Auto to collect/review
B Automated Iog data

A 20097 only 64%




HIMSS Annual Survey T Log
Sources

A Firewall Logs 86%
A Application Logs 72%

A Servers
A Intrusion Detection
A Network Devices

ADono6t Col | ect"':”




Growth in Log Data

A According to SANS survey there is a
15/20% growth in log data being
collected each year, primarily due to:
I Increased log sources
I New regulations

I Inclusion of application logs
u[fdft




Frequent Themes Expressed

—rustration with primarily reactive processes

—rustration with time consuming manual
Drocesses

_ack of confidence iIn manual searches

Desire to mitigate potential public
embarrassment f‘i.:"

A Gaps in current SIEM/Log Managemeﬁtnm@:\\,
solutions to address clinical apphcatlons

A Lack of log/audit functionality in systems 5




Challenges/Barriers

A Volume of
systems/data

A Lack of Integration

A ldentity
Management

A Lack of Access

A Health Information
Exchanges

A
A
A

_acC
_acC
_acC

K of functionality
K of definition

kK of data

elements

A Lack of correlation
A Lack of data. -
mapping—n




Collection & Uses of Log Data

A Detect/prevent unauthorized access
and Insider abuse

A Meet regulatory requirements

A Forensic analysis and correlation

A Ensure regulatory compliance e

A Tracking suspicious behayier=sm

AT Troubleshooting & netwerks. .~ "
operations




Privacy vs. Security Auditing

A Privacy violations A Network/system

A Internal Threats security
A EHR/Clinical A Internal/external

Threats

applications
A IT Infrastructure

A Application log

managers A Network log_—~_
managers/Sk




Using Other Technologies to Audit

A Data Loss Prevention
A Email Encryption

A Vulnerability Scanners
A Policy Management Scanners
A Configuration Managers




Disjointed Efforts Will Not
Support Future Needs

A Privacy and Compliance organizations
have focused on application monitoring

A Technical and Security organizations

have focused on monitoring events
affectlng securlty of the IT mfrastructure




How Correlation Enables Proactive
Audit and Monitoring

A Increases efficiency in investigative
processes

A Multiple reports increases confidence

A Assists in identifying false alarms
A Missing data is not as limiting

A More thorough understanding: oj
Incidents

A Reduces number of false alerts




Correlation Does Matter

A Confirmation of multiple pieces of
Information

A Statistical correlation
A Historical correlation
A Pattern or rule-based correlatlon




Healthcare Logging & Audit
Needs

A Behavior based modeling for privacy
enforcement

A Proactive alerting of potential issues

A Accurate search and investigative functionality

A Correlation across critical applications and
systems of log events
X st O ;e»/«a

A Early detection of securlty/prlvacy breacﬁ,_:;,:
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PRIVACRAUDITING AND MONITORING:
AGOVERNANCE; REPORTING AND RISK
PERSPECTIVE
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Patient privacy in EHRS

C Accelerated growth of EHRs

C Ongoing access control challenges

C Manual auditing processes not even mentioned as feasible
C HIEs require even greater privacy auditing

C No proactive detection of EHR privacy breaches means on|

detect through patient incident or headlines

C Regulatory enforcement ARRA HITECH, HIPAA, State law
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Top Concerns

ARRA HITECH Privacy

C 92.1 % are aware of ARRA HITECH privacy rule which includes
RSTAYAUAZY 2F LINAOGF O oNBIFOK | &

C 40.7 % report notification as top concern

Respondents Were Most Concerned About:
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FairWarning® privacy auditing

and monitoring well established

O 0 0O O 0O O 0

Patient privacy breach detection, remediation, governance,
ad-hoc reporting, enterprise security

Best practices for:

Breach detection ARRA HITECH breach definition, notification, disclosure g
Remediation and woelow - ARRA HITECH, HIPAA
Meaningful use ARRA HITECH privacy technology
Privacy & security auditsSelf, state or Federal
State patient antsnooping laws

Federal, state, 3-party privacy and security audits

f",»\lR\\',—\R.\'lN(Z
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Automates systematic audit log review of all applications as required by HIPAA

Alert on 100+ patient privacy scenarios with filtering

Deters snooping, medical identity theft, identity theft

100+ EHRs and healthcare applications supporteebbtite-box

Fairwarning® customers represent over 300 hospitals and 1,400 clinics, U.S., Canada, United Kingdom
/| dZaG2YSNE YR 91w @SYR2NBR GeéAy3a CFEANXIFNYAYy3IAtT {:
KLAS Research coverage of FairWarning® published week of"J 29112
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http://www.fairwarningaudit.com/subpages/solutions.asp

Privacy auditing and monitoring

GIA2FXFHB I NRE

C FairWarning® Getting Started Packages
C HITECH Privacy Essentials
C Privacy monitoring for Small and Medium Care Provider (SMCP)

C Solutions@FairWarningAudit.com

C Enterprise Level Privacy Monitoring
C Data Definition Guide available now
C Privacy Monitoring and Enterprise Security Guide available now

C Best Implementation Practices (August 2010)

ning, Inc.Private and Confidential

C Privacy Auditing and Monitoring , a GRC Perspective

C (Guide@FairWarningAudit.com FA‘RWAw
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C Patient & user driven

Investigations

C Ad-hoc reporting

C Proactive privacy breach

detection & correlative analyticg=-




Governance & Risk Reportin ,l

Governance & Risk
Reportingarea is
designedor Glevel and
board-level officers to get
an overview on alert
aging, learn where the
2NBFYATFGA2YQ
exposure is in order to
strategically close gaps,
and, of course, reporting
for internal and external
auditors and corporate
leadership that gives the
status, analysis and
resolution for all Alerts
over a period of time.
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