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FairWarning® 2010

Privacy & Security in the NHS: 
How Leading Organisationsare 
Protecting Patient Privacy

July 20, 2010
Please Click Here to View The Replay

https://fairwarningevents.webex.com/fairwarningevents/lsr.php?AT=pb&SP=EC&rID=2540812&rKey=456a6f723aa93441
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ÇOverview

ÇNorthgate / NHS Lothian Case Study

ÇFairWarning® Product Demonstration

ÇQuestions & Answers
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Patient privacy in EHRs

Ç Deployment of electronic health records growing

Ç Access by growing number of healthcare personnel

Ç Difficult to limit access control at granular level

Ç Pressure to exchange electronic records means even greater access

ÇManual auditing processes impossible to sustain

Ç No proactive detection of EHR privacy breaches means only detect 
through patient incident or headlines
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NHS IGT 8-206:  There are appropriate 
confidentiality audit procedures to monitor 
access to confidential personal information

Description:  Organisationsshould ensure that access to confidential personal information is monitored 
and audited locally and in particular ensure that there are agreed procedures for investigating 
confidentiality events.

0:    Insufficient evidence to attain Level 1

1:    DOCUMENT:  There are documented confidentiality audit procedures in place that include the 
assignment of responsibility for monitoring and auditing access to confidential personal 
information. The procedures have been approved by senior management or committee and have 
been made available throughout the organisation

2:    EDUCATE & IMPLEMENT:  All staff members with the potential to access confidential personal 
information have been made aware of the procedures. The procedures have been implemented 
and appropriate action is taken where confidentiality processes have been breached.

3:     AUTOMATE & TRAIN.  Access to confidential personal information is regularly reviewed. Where 
necessary, measures are put in place to reduce or eliminate frequently encountered confidentiality 
events.

Please see https://www.igt.connectingforhealth.nhs.ukfor more information

https://www.igt.connectingforhealth.nhs.uk/
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Breach detection, compliance, 
governance, security

Ç Patient privacy breach detection, 
remediation, governance, ad-hoc reporting, 
enterprise security

Ç Best practices for: 
Ç Breach detection, notification, disclosure
Ç Remediation and work-flow
Ç Privacy & security audits
Ç UK Data Protection Act, UK Human Rights Acts, UK Freedom of Information Act, Caldicott Guardian

Ç Automates systematic audit log review of all applications as required by NHS IGT

Ç Alert on 100+ patient privacy scenarios with filtering
Deters snooping, medical identity theft, identity theft

Ç 100+ EHRs and healthcare applications supported out-of-the-box

Ç Out-of-the-box, in-production, massive scale, patents pending

http://www.fairwarningaudit.com/subpages/solutions.asp
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ROI - 10X reduction in privacy audit review time
Reviews reduced from 5 days / week to ½ day / week
Confirmed privacy incidents reduced 86%
Personnel re-focused on training, education, research
Personnel re-focused on upcoming security projects

Privacy monitoring creates a 
ά/ǳƭǘǳǊŜ ƻŦ tǊƛǾŀŎȅ ϧ /ƻƳǇƭƛŀƴŎŜέ

0

5

10

15

20

25

30

Inappropriate EHR Access - Confirmed Incidents

Pre-FairWarning®: 
Manual processes 
failed to detect all 

incidents

FairWarning®
Implemented

Reduced number of incidents through 
training and remediation based on

FairWarning®
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Recent United Kingdom 
healthcare privacy news

http://news.bbc.co.uk/2/hi/uk_news/scotland/north_east/7763604.stm
http://news.bbc.co.uk/2/hi/uk_news/8066609.stm
http://news.bbc.co.uk/2/hi/uk_news/england/london/8071601.stm
http://news.bbc.co.uk/2/hi/uk_news/politics/7749879.stm
http://news.bbc.co.uk/2/hi/uk_news/politics/7749879.stm
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Example best practices 
privacy breach detection

Regulatory 
Investigations and 

Auditing

Detecting
ά{ƴƻƻǇƛƴƎέ tŀǘǘŜǊƴǎ

Other Snooping
Patterns

Ç Individual patients

ÇIndividual user

ÇGP / Physician

ÇConsultant / contractors

ÇRandom patients

ÇRandom users

ÇOthers

ÇVIP Scenarios: Prominent 
government officials, 
celebrities

ÇFamily member snooping

ÇEmployee as patient snooping

ÇExecutive snooping

ÇNeighbor snooping 

ÇBreak-the-glass functions

ÇSelf examination

ÇOthers

Ç Sequential patient records

Ç Patient access thresholds

Ç Printed records thresholds

Ç Deceased patient records

Ç Discharged patient records

Ç Address changes

Ç Out-of-dept accounting, 
billing accesses

Ç Expired logins

Ç Simultaneous logins
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Example: System Architecture

FairWarning®
Users

ωBrowser based user access
ωRole based access control
ωPrivacy, risk, security

McKesson Horizon, STAR Audit,
Clinical & Physician Portal
Audit Logs

SAN

ωAppliance access via Customer VPN
ωFairWarning® Administration
ωPeriodic fine-tuning
ωSupport & Maintenance

MEDITECH, 
ChartMaxx
Audit Logs

Other 
Audit Logs

Encrypted Archived Audit Logs

ωBrowser based admin
ωShell access optional

FairWarning®
Admin

Cerner, GE, Agfa, 
I-Soft, InterSystems, Oasis
LabCentre, Audit Logs

http://www.fairwarningaudit.com/subpages/solutions.asp
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NORTHGATE / NHS LOTHIAN CASE STUDY
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Sarah Emslie
Client Director for Health

Mobile: +44 (0)7983 989514
Email: sarah.emslie@northgate -is.com
Web:       www.northgate -is.com/managedservices


