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Medical identity theft raises
new questions for EHRs

In the electronic world, medical identity theft—
including theft involving insurance information—is a
game-changing phenomenon.

Not only does this type of theft rob patients of their
identity, it also compromises the integrity of medical
records, either through fraudulent claim submission or
fraudulent insurance use. Thieves can change blood type,
prescription, disease history, and psychological history
information.

Medical identity theft is an information crime that
can bring physical—even-life threatening—harm to
its victim. With the boost in information-sharing, this
healthcare-related crime is drawing plenty of attention
from the American public and mainstream media. In fact,
the media and watchdog groups are already asking new
questions.

As healthcare information crimes become more
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prevalent, experts are leveling criticisms against EHRs and
RHIOs. The argument is that modern digitized healthcare
environments create patient information rapidly within
healthcare provider organizations and between regional
providers.

If an information crime compromises the integrity of

medical records, then the fraudulent information propa-

gates quickly, and

probably irrepara- Coming next month:

bly, through the Columnist Darice Grzybowski

records. shares the top 10 pitfalls
This leads to to avoid during EHR

the question that implementation.

has the industry
buzzing: Are EHRs more vulnerable than traditional
systems?

The answer is “not necessarily.” If hospitals take the
proper steps to protect the safety of their patients—
through appropriate auditing and security safeguards—
the digitization of healthcare provides greater security
and safety for patients. However, without new security
and auditing safeguards, hospitals are putting their

patients at risk.

Power comes with responsibility

Healthcare information systems and EHRs provide
remarkable efficiency and quality of care benefits relative
to patient care. However, a rogue hospital insider can use
that same digital leverage to commit information crimes
against patients and your institution.

The catch is that hospitals must provide relatively
broad electronic access to patient records because so
many personnel collaborate to deliver the best care pos-
sible. Also, employee access to health information sys-
tems is broad, because if a patient dies because hospital

personnel could not access the right information, the

> continued on p. 2
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ramifications are enormous. The collaborative nature of

healthcare information systems makes them enormously

vulnerable to a wide variety of privacy breaches by crimi-

nal or unethical insiders.

Educate staffers on scenarios and risks

Because the electronic healthcare environment lends
itself to privacy breaches, it is important to educate your
staff on the scenarios and why there is institutional risk.

Some breaches may seem harmless but are frequent-
ly tied to highly risky legal scenarios in which healthcare
providers find themselves in the middle of divorce, child
custody, blackmail, identity theft, and organized crime
court cases.

At the extreme end of risks is medical identity theft,
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in which patients suffer financial, professional, emotion-
al, and even life-threatening consequences. Consider the

following broad set of electronic breaches:

» Medical identity theft. This information crime almost
always involves a hospital insider in collusion with
organized crime. For a good example of this type of
crime, consider the Department of Justice’s recent
prosecution of Fernando Ferrer Jr., who paid a hospi-
tal insider at Cleveland Clinic for information about
1,130 patients. Ferrer then used the information to
wrack up $7 million in Medicare claims, for which
Medicare paid $2.5 million. As of presstime, Ferrer is
awaiting sentencing, scheduled for April 27. Unfor-
tunately, the patient victims will be working to clear
their medical records for years to come.

» Identity theft. Hospitals possess much of the same
information as financial institutions, so it shouldn’t
come as a surprise that thieves are stealing and selling
patients’ Social Security numbers, names, and dates of
birth, often to organized crime. The hospital insider
can be anyone, including physicians, nurses, and
administrative staff members. Usually, the insider is an
administrative, help-desk, or services employee who
feels that he or she is underpaid and undervalued.
And selling patient information can be lucrative for
him or her.

» Family member snooping. These incidents are most
closely tied to divorce and child custody cases. Often,
an estranged spouse who is a hospital employee uses
confidential medical records to gain an upper hand
during financial or child custody negotiations.

» Neighbor snooping. Neighbor snooping can have sev-
eral motivations, but is often involved in blackmail
cases. Common neighbor snooping incidents involve
an unauthorized hospital employee examining highly
sensitive information, such as psychiatric records. This
can result in a highly litigious situation if the victim
believes that a hospital’s information system and

employee are involved.
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» Very important patient (VIP) snooping. VIP medical
record snooping is nearly impossible to stop without
proper auditing safeguards and education. There is a
well-documented case involving former baseball
player Darryl Strawberry. He checked into a New
York hospital, and employees examined his record
365 times. An internal audit discovered that, at most,
only 3% percent of the record access was related to

his care. It is now routine practice to

dismiss employees who violate patient privacy in this
manner. Hospital executives who receive care at
their own hospital are well aware of the risks of curi-
ous or disgruntled employees viewing their medical
records. In rural, close-knit communities, where
healthcare options are limited, this scenario plays out
time and time again—often to the embarrassment of
the healthcare provider.

> continued on p. 4

ID theft by the numbers

Editor’s note: EpicTide in St. Petersburg, FL, partnered with
The Benchmarking Company and New London Consulting in
November 2006, to conduct this survey; prepare the results.
About 501 people completed the survey, and participants work-
ing in the healthcare industry or in a research firm opted out of

completing the survey.

Four percent of survey respondents reported that they
have been victims of medical identity theft.

Eighteen percent of the victims of medical identity
theft reported that a family member was responsible for
the theft.

Respondents’ top three concerns were:

1. Potential risk to their life/health (58% report this as one
of their top two concerns)
2. Loss of privacy and confidentiality of their medical records

(35% report this as one of their top two concerns)

3. Changes to their medical records as a result of medical
identity theft (59% report this as one of their top three

concerns)

HIPAA

Only 53% of respondents reported being asked to sign
an acknowledgement of receipt of a notice of privacy prac-
tices at a physician’s office, hospital, pharmacy, or medical
organization.

One in every two respondents reported that they have
not read the notice of privacy practices at a physician’s

office, hospital, pharmacy, or medical organization.

Of the respondents who read the privacy notice, 88% stat-
ed that they understood their patient rights. However, when
asked specific true-or-false questions about their rights, 35%

of responses were incorrect.

Access

Forty-three percent of survey respondents said they
believe it is legal for healthcare employees to look at their
medical records without written consent or knowledge.

One in every two consumers said they believe that their
healthcare provider does not know when someone accesses
their medical records.

Less than half (40%) of consumers said they feel confi-
dent that their healthcare providers are able to secure their
medical records and personal information.

Only half of consumers reported that they feel their health-

care providers are effective in protecting their medical records.

Breaches

Ninety-eight percent of survey respondents said they
believe healthcare providers have a responsibility to inform
patients if they suspect an unauthorized person has accessed
or compromised patient records.

Seventy-eight percent of survey respondents said they
feel healthcare providers should inform patients of a possible
security breach within 24 hours. One hundred percent of
respondents believe providers should inform patients within
one week of the suspected breach.

Source: EpicTide, Inc.
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» Criminals and the accused. Like VIP snooping, this cate-
gory involves well-known people who check into hos-
pitals. However, in this case, they are locally or
nationally infamous. Hospital employees frequently
access medical records outside the scope of their job,
learning compromising information related to law
enforcement investigation and prosecution. Not only
do these staffers compromise the patient’s legal rights,
they and the hospital can find themselves in the mid-
dle of criminal prosecution. Law enforcement may also
coerce hospital workers to disclose information about

patients so that they can complete an arrest.

Proactively address emerging privacy
and security challenges

Electronic privacy auditing systems rely on clues related to
specific uses or scenarios. Examples of these clues include an
employee reviewing an entire family’s medical records (snoop-
ing and medical identity theft), printing out unusual volumes
of patient records (identity theft and medical identity theft), or
frequently changing patient contact information, such as
phone numbers and addresses (medical identity theft).

Leading healthcare providers committed to a digital envi-
ronment are using electronic privacy auditing to safeguard
their medical records and protect their patients. They are
using electronic privacy auditing to do the following:

» Automate complaint-driven patient privacy audits

»  Automate tip-driven employee/user audits

» Replace random, manual patient audits with comprehen-
sive electronic audits to identify tell-tale signs of privacy
violations

» Reinforce HIPAA and security education with electronic
auditing, which automatically audits and detects high-
risk scenarios

» Establish a ticket-management system that delegates and

tracks the resolution of a potential privacy breach to a

manager of the department involved in the incident

%o Prepare for support through a court trial

Train, train, train

Your hospital’s privacy and information security officers
should regularly conduct educational sessions on scenarios
that the staff should watch for; the potential personal,
financial, professional, and health consequences to the
patient; and the institutional risk to the hospital. Remem-
ber, education doesn’t succeed without the ability to catch
and reprimand the offending insider who takes advantage
of his or her medical record access privileges. This is where
electronic privacy auditing plays a major role. Staff educa-
tion really takes hold when you put in place electronic sys-
tems to detect any inappropriate access.

Electronic privacy auditing can be entirely thorough,
whereas a random audit of 25 paper patient records per
month has little effectiveness in detecting information

crimes. B

Editor’s note: Kurt Long, CEO of St. Petersburg, FL-based
privacy auditing company EpicTide wrote this article. For more
information, go to www.worldprivacyforum.org and click on
the medical identity theft link.

Consumer-identified consequences
of medical identity theft

The number of survey respondents who associate the fol-

lowing as possible consequences of medical identity theft:

93% associate receiving bills for medical care that they did not receive

|

84% associate increased cost of medical insurance

82% associate increased cost of overall medical care

75% associate altered medical records, such as information on allergies
and blood type; severe medical errors; complications; and death

I I I I J
0% 20% 40% 60% 80% 100%

Source: EpicTide, St. Petersburg, FL. Reprinted with permission.
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OIG audits focus on security; watch your EHRs

The Office of Inspector General (OIG) says it is in
the process of conducting HIPAA audits of covered enti-
ties. A hospital in Atlanta confirms that the OIG audited
the facility and that it looked at technical aspects of the
security rule.

This isn’t surprising, says Reece Hirsch, Esq., partner at
Sonnenschein Nath & Rosenthal, LLP, in San Francisco.
“From a political standpoint, there’s been a perception that
[HHS] has been less rigorous than it might have been in

enforcing all aspects of HIPAA,” he adds.

Expect renewed enforcement

A source at the OIG says that the 2007 Work Plan
addresses the possibility of HIPAA audits in a section
dealing with HIT. “The wider use of [EMRs] and [PHRs]
raises concerns over privacy and security of patient
data,” the agency said on p. 58 of the document.

In addition to practical HIT concerns, the govern-
ment may just be embarrassed, Hirsch says. “This may
be driven in part by the high profile of many security
breach incidents,” he says. The OIG’s security audits
come on the heels of a series of security breaches both in
and out of the healthcare industry, including several at
the Department of Veterans Affairs.

A December 2006 security guidance from CMS
regarding the use of mobile devices and storage media
was also a signal that CMS is focusing new attention on
security rule compliance, Hirsch says. (Go to www.cmis.
hhs.gov/securitystandard and scroll down to the “Down-
loads” section to access the agency’s remote security
document.)

“If you look at the history of CMS and the Office for
Civil Rights [OCR] with HIPAA enforcement, they try to
be good guys,” says John C. Parmigiani, president of
John C. Parmigiani and Associates, LLC, in Ellicott City,
MD, and former director of enterprise standards for the
Health Care Financing Administration (now CMS).

Parmigiani was also chair of the governmentwide

HIPAA administrative simplification security and

electronic signature standards implementation team.
CMS and OCR have largely depended on voluntary
compliance to ensure HIPAA's effectiveness. On the
other hand, he says, “the OIG never has a problem
being the bad guy.”

Dust off your risk analysis
Whatever the OIG’s motivation, the audits mean that

HIPAA security should be a priority for covered entities—

especially those that have only paid lip service to the

security rule since its April 2005 compliance date.

Many covered entities still have not performed a
comprehensive risk analysis, says Kevin Beaver, CISSP,
an independent consultant with Principle Logic, LLC, in
Acworth, GA. If you haven’t done this or have conducted
little more than a checklist audit since then, now’s the
time to act, because the risk analysis is a natural starting
point for an OIG review, he adds.

“The OIG likely isn’t going to have all these fancy
vulnerability assessment tools or the technical security
analysts that can go in and find a lot of the technical vul-
nerabilities,” Beaver says. “Instead, they're likely going to
have higher level auditors that are looking at higher level
things.” This means that having an updated risk analy-
sis—documentation to support any variances between
addressable requirements under HIPAA and what your
facility implemented—and being able to show security-
related policies and procedures are especially important.
It will also help to show that you understand your vul-
nerabilities from a technical perspective.

Beaver suggests information security officers take the
following steps to prepare for possible OIG auditing:

1. Refamiliarize yourself with the security rule.

2. Revisit your facility’s risk analysis, making sure that it
remains valid through any changes in your environ-
ment. A risk analysis that is more than a year old is
likely too stale.

3. Don’t spend so much effort on operational security

> continued on p. 10
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{97 ] Revive a stalled implementation project with
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quick wins
Editor’s note: This article is the second in a two-part series.

If you're already in the middle of your implementation
but haven’t done the proper prep work, you should go
back and take care of the details now. Last month, EHRB
explained why some projects don’t work—cultural resis-

tance to change and failure to do the “hard work” up front.

Do a proper prep

“The secret to success is thorough preparation,” said
Susan Ordway, senior director of HIT services and manag-
er of the Doctors Office Quality Information Technology
(DOQ-IT) program for quality-improvement organization
(QIO) Masspro in Waltham, MA. Ordway spoke during
the February Healthcare Information and Management
Systems Society conference in New Orleans. For the first
two steps you must take to prepare, refer to the April
EHRB. Then, after you've conducted an assessment and
drafted a plan, take the following steps:
> Step three: Select a vendor

By this step, your organization should be “change-
ready,” which means it is now in a good position to decide
on a vendor that fits well with its plan. This isn't a deci-
sion to take lightly. “This system will become the center of
your universe,” said Ordway.

Think back to the case-study in part one of this arti-
cle: An independent practice association (IPA) with 400
physicians and 50 practices, located across two counties,
decided to select and implement an EHR with a pilot of
four practices, and then roll it out to all of its practices
within three years. The physicians working with the IPA’s
CIO led the effort and decided to “take the path of least
resistance and select the EHR from their practice manage-
ment vendor, in order to start the project quickly,” said
Charles Parker, vice president and chief technology offi-
cer at Masspro, the QIO that consulted on the pilot, and

also a speaker during the February conference. The prac-

tice management vendor had just released its certified EHR,

and the IPA assigned the physicians resources and hired a

project manager to make the pilots happen.

Did you catch their mistake? They took the path of
least resistance and selected a product from their practice
management vendor so they could start the project as soon
as possible. “It’s a very bad decision to take the easy route,”
said Ordway. Because the IPA made a hasty decision, one
physician completely refused to use any part of the system,
which made one office operate in a dual-workflow environ-
ment. Dual workflow is hardly the desired result of an EHR.

“What you need to do is select a long-term partner,
not a product,” said Ordway. The vendor should have the
following:

» Vision and culture. You want to find a partner that has a
similar vision and culture to your organization. When
you both are working toward the same goal, you'll be
more likely to have success.

» Services. A product isn’t great without the support to
back it up. Having a vendor that can troubleshoot and
support you every step of the way is crucial.

» A solid product. Even with great support, if the vendor
doesn’t have the technology, your organization won’t be

able to operate the way it should.

» Step four: Redesign your organization

EHR implementation is the best time to improve opera-
tional efficiency at your organization, because the reason you
are going electronic is to be a better place to give and receive
care. This means you don’t want to take a bad paper process
and convert it to an equally bad electronic process. It defeats
the purpose of EHRs.

“You should harness the opportunities of electronic
information,” said Ordway. Use EHR implementation to rede-
fine your processes, procedures, and workflows.

Paper is fundamentally different and relies on triggers that

won't work when you're using an EHR. For example, in the
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paper world, you might place a patient’s chart in a bin to
indicate that the patient has arrived and is ready to see a
physician. This won't work with an EHR. You'll need to
consider an electronic trigger that works the same way. It
can be a challenge to think of all of the possible workflow
changes you’ll have to make. Consider re-designing the fol-
lowing main areas:

» Patient flow

» Point-of-care documentation

» In-office communication

» Document management

» Chart abstraction (migrating away from this process)

If this seems overwhelming, make a list of every
detail of your current process. For example:
1. Patient needs a medication refill
2. Patient calls refill hotline
3. Nurse manning the hotline documents and deletes
the messages
4. Nurse manning the hotline prioritizes the messages
5. Nurse manning the refill line creates a list of charts to

pull and delivers the list to the HIM department

Alternately, you can also make flowcharts that show
workflow in the paper environment. In many cases, you'll
learn something new about your facility. For example, you
may say to the scanning manager, “I never knew you did
that,” or, “Why is [staff member]| the only person able to do
this?” This organization will help you cover all of your bases.
Once you've made lists or flowcharts, redesign the most effi-
cient processes possible for your EHR. Minimize the number
of people and steps in each process.

This becomes your “future state,” said Ordway. It will be
the basis for how you set up your EHR during implementa-
tion. In the end, “you don’t want a foot in each camp,”
Ordway said. “The longer you live in two systems, the

greater your chances of failing.”

Break down barriers
If you do all of the hard work up front, you’ll more than

likely enjoy a successful project. But maybe you didn’t man-

age a few of the steps quite right and you're facing a stalled
project. “Don’t give up,” said Ordway. “There’s still hope.”
Even for an implementation gone sour, some pro-cess-
es probably worked well. Recognize what new solutions
you tried and build on what has been working well, said

Ordway. These are four strategies for reviving a failed or

stalled implementation:

1. Assess the project. As part of assessing a stalled imple-
mentation, review what worked well and what didn’t.
Prior to starting the project, check to see whether your
organization followed its road map. If not, you've
immediately identified the steps you should add to
your project when you revive it.

2. Celebrate the benefits. Even in a failed implementation,
at least one new process or idea will work well. Take the
time to evaluate any good that has come from the pro-
ject and think about why that particular aspect worked.
Then see whether you can apply the same implementa-
tion strategy to other areas of the project. Celebrating
your success will also help boost morale.

3. Break down barriers. It’s a bad idea to start up again
with a huge new project, said Ordway. Instead, devise a
small, focused plan that allows you to make progress
and see the results of your success. At this stage, evalu-
ate your top business needs. For example, draft a 30-,
60-, and 90-day plan. This refers to breaking down
your project into mini-projects to complete in 30, 60, or
90 days. “These time frames are short enough that your
team can remain focused and achieve a goal—whatever
the goal of your mini-project is,” said Ordway.
“Especially with reviving a stalled project, you want to
be able to see some positive results quickly. So, creating
30-, 60-, and 90-day plans will help with that.”

4. Go for a quick win. Quick wins are similar to the 30,
60, and 90 day plan. Focus on determining what you
can accomplish in a very short period of time to benefit
your organization. If your project is stalled, there is
probably a fair amount of frustration within the facility,
so figure out what you can do quickly to show success.
This quick win will help foster a more positive attitude

about trying again. B
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Editor’s note: This article is the second in a two-part series.

Evanston (IL) Northwestern Healthcare (ENH) is
an integrated, academic healthcare system comprised of
three hospitals, 851 beds, and 65 group practices. When
ENH decided in 2001 to go electronic, training was a
major part of the initiative—and it involved nearly
11,000 staff members. Luckily, ENH had Chief Learning
Officer Jane Dowd to lead the effort.

“I was invited to a meeting to hear about a new ‘tool’
that ENH purchased,” says Dowd, who has 20 years of
training experience and a master’s degree in education.
“I didn’t know until then that [the administration] was
looking at me to lead the education portion.”

The tool, of course, was an EHR. Dowd admits feel-
ing a giant pit in her stomach when she first heard the
news. “I had never done anything of this magnitude
before,” she says. “I only knew how to use Microsoft.”
Not to mention, she got the news a mere 12 months
before the EHR was to go live. But once it sank in, Dowd
and her team were determined to get the job done.

By the time ENH went live with its EHR, it had fully
implemented its software education and communications
initiative, which included the following:

» Eight training subjects
» 55 different courses

» 12,382 training encounters

The training initiative was a huge success. Now, with
the staff up to speed on using the EHR, entire categories
of medication errors, such as those due to illegible hand-
writing, have disappeared.

Reported medication errors have dropped. In another
quality measure, the EHR reduced the time that it takes
to deliver the first antibiotic to a patient.

ENH is also saving $12 million per year with more
effective and accurate registration and billing, says
Dowd.

Healthcare system trains 11,000 in 18 months

%
=\
| \/‘ Learning and communication are the core of facilitywide implementation

Don’t underestimate learning

Many facilities don’t realize that learning is one of
the most expensive pieces of the entire implementation,
says Dowd. You have to factor in supplies, hardware, and
staff members’ time away from their work. “In some
cases, learning is more expensive than the software

itself.”

Practices and “Many facilities don’t

hospitals spend so realize that learning is

much time evalu- one of the most expensive
ating vendors and pieces of the entire
choosing the per- implementation.”

fect software that —Jane Dowd

they sometimes
neglect the “what happens next?” part, which is crucial,
says Dowd.

Your organization may never ask you to head up a
training program as large as ENH’s. However, regardless
of how many people you need to train, a good program

design will get you the results you want.

Start at the beginning
When you start any project, don’t dive right in with-

out making a solid plan. First, ask questions:

» What is the scope of the required training (e.g., con-
tent, level of complexity)?

» Who is the audience (e.g., past experience, job needs,
biases, computer skills, learning preferences)?

» How many employees need to be instructed?

» What resources are available to me (e.g., trainers,
facilities, computers, online resources, manuals, quick

reference guides)?

Gather this information from managers, administra-
tors, and other stakeholders whose staff and departments
will directly feel the change the EHR brings—for exam-
ple, IT, nursing, billing, and operations.

Set up meetings with your resident experts to discuss
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what they know. Also talk to people one-on-one, observe
staff members, and take a second look at job descriptions.

Once you’ve gathered your information, write down
your learning objectives and how you will measure
them, says Dowd. These objectives will serve as the road
map for your training.

Then, think about the best way to teach employees.
Adults prefer “just-in-time” learning, says Dowd. “They're
practical—they want to know how information will help
them in their day-to-day duties.” Adults want to know
what’s in it for them. Think about how you operate in
your job. You want need-to-know information in an easy-
to-read format. “Quick reference guides and visually
appealing, easy-to-read self-study resources are some of
our most popular learning tools,” she says.

In her own project, Dowd and her team knew quick
reference guides would not be enough for the over-
whelming scope of the EHR system. She also couldn’t use
online learning because the software was still rapidly
changing. So she decided on instructor-led courses, sup-
plemented by other tools such as newsletters, a CD-

ROM, e-learning modules, and individual coaching.

Build the program

The next step is producing the curriculum you're
going to teach and the course materials you're going to
use—the quick reference guides, online courses, class-
room-style courses, training manuals, overheads, etc.

ENH had to teach 7,500 employees and 1,600 physi-
cians. It also had to accommodate more than 400 rotating
house staff members and hundreds of types of users. To
meet these needs, the hospital developed 55 classes from
scratch. The training department partnered with almost
60 staffers, including nurses and billing professionals, to
help design and teach the courses.

Before staff members began developing and teaching
courses, ENH required them to complete an intensive six-
to eight-week course on the system and pass exams prov-
ing their expertise.

They also had to successfully complete a “train-the-

trainer” course to understand how adults learn and hone

their training delivery skills. In all, ENH ran training 15
hours a day, seven days a week, for six months, training
nearly 11,000 people.

Because developing a complete training course can
be so overwhelming, you can try using standardized doc-
ument templates. This way, all materials will be consis-
tent, and you can have multiple staff members develop
materials that can fit together to form the complete edu-
cation package. Content writers can then focus on the
actual material, not the design.

Dowd says that your materials need visual appeal.
“People generally felt too busy to read [instructional
materials] and can easily get lost. They make split-second
decisions as to whether to give something their attention,
based upon the visual quality of a document. This can
make or break your learning investment,” she says.

Next, you'll need to select your trainers. A bad
instructor can negate your well-thought-out materials
and planning.

“Not everyone is meant to be a classroom trainer,”
says Dowd. Find trainers who come across as confident,
credible, and professional. “Our trainers practice their

introductions over and over,” she says.

Mandate training

You can have the best materials and the best instruc-
tors, but those two factors won't train staff members
unless you make training mandatory.

To emphasize training’s importance, ENH required
employees to take an average of 16 hours of training. The
physician professional staff had to take 16-24 hours of
training, even for affiliated physicians, says Dowd.

All users then had to pass a proficiency test, adminis-
tered a few weeks after training. If they didn’t score at least
85%, they wouldn’t receive a password, and thus, couldn’t
use the system. Because system use was mandatory, no
password meant they couldn’t do their jobs at ENH.

This approach showed that ENH meant business
when it came to the EHR—and that it would continue to
maintain its high standards. Dowd credits this success to

strong leadership support. B
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OIG audits

< continued from p. 5

concerns that you overlook the technical weaknesses
in your environment. Look at the entire picture—
from Web applications to operating systems to
unstructured files scattered about the network.

4. Take action based on the vulnerabilities you uncover
in your risk analysis; prioritize your weaknesses and

focus on the most pressing matters.

“You can't tackle everything at once,” Beaver says.
“Where are you bleeding? Work on fixing what’s urgent
and what’s important to help stop the bleeding and gain
control of your environment.” Keep track of where you're
storing electronic PHI—both within the internal electronic
environment and externally through remote devices and
storage media. You'll be surprised at where ePHI can end
up, Beaver says. It’s in database query log files, temporary
files, and word processing documents that users have

copied to their local systems and left there.

Consider possible OIG approaches

In addition to the security rule, Parmigiani thinks the
OIG might base its audits on the National Institute of
Standards and Technology’s (NIST) SP 800-66, An Introduc-
tory Resource Guide for Implementing the Health Insurance
Portability and Accountability Act (HIPAA) Security Rule. The

guide is intended for government agencies and contains

EHRB Subscriber Services Coupon

more detailed information than the security rule, including

a series of security-related activities to undertake and audit

questions to ask. (You can access the NIST guidance at

http://csrenist.gov/publications/nistpubs/.) Parmigiani says the
following are areas on which the OIG might focus:

» Access controls (What is your setup? Do you have
role-based access controls?)

» Contingency plans (Do you have one?)

» Audit and change controls (How do you manage these
areas?)

» Experience in responding to past security incidents
(What documentation do you have? How did you
respond or mitigate?)

» Overall security program administration (Who is your
information security officer? What are your policies

and procedures? Is there separation of duties?)

“It’s a series of commonsense questions,” Parmigiani
says. “You’d think that most hospitals by now could answer
them accurately. But because HIPAA privacy and security
haven’t been emphasized from an enforcement perspective,
many providers have back-burnered compliance.”

Expect the OIG to give you the chance to agree or
disagree with its findings, Parmigiani says. “Then, even-
tually, because the enforcement arm is CMS, the infor-

mation will go to CMS.” i
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The Delaware Health Information Network (DHIN)
went live in March with lab, radiology, and admission-
discharge-transfer reports for three hospital systems, five
practices, and the Laboratory Corporation of America.
Considering that the DHIN just announced the RHIO in
mid-November, implementation is moving along quickly.

The DHIN is running on a $4.7 million grant from the
Agency for Healthcare Research and Quality, $2 million
from the state government, and $2 million from the three
hospital systems, LabCorp, and Blue Cross Blue Shield of
Delaware. The commission chose Medicity of Salt Lake
City, partnered with Perot Systems, as the technology sup-
pliers for the DHIN.

The Medicity/Perot team also recently won a contract
to build an RHIO in California.

During the next phase, DHIN will develop its record-

locator system.

Santa Barbara pulls the plug

Santa Barbara, CA-based County Care Data Ex-
change has ceased operations. Albert Kwyi, CIO at
Cottage Health System in Santa Barbara talked about the
data exchange’s demise during a session at the February
Healthcare Information and Management Systems
Society conference in New Orleans. This announcement
was news to many attendees.

The data exchange’s governing body folded on
December 31, 2006. Political—not technical-—challenges
were behind the downfall, Kwyi said.

This project had gained notoriety because of its early
association with David Brailer, MD, PhD, the former
national coordinator for health IT. Unresolved problems
around data ownership and privacy weighed down the

effort, said Kwyi.

Kentucky hospital quality data now available
The state of Kentucky launched a Web site where
consumers can find data about the quality of care at

Kentucky hospitals, reports The Louisville Courier Journal.

Delaware makes history with first RHIO go live

The online Health Care Information Center houses
information such as how often patients die in a particular
hospital while being treated for heart attacks, strokes, and
other conditions.

The site also provides links to other hospital-com-
parison sites, including the Kentucky Hospital Associ-
ation’s listing of median prices at hospitals for various

procedures.

Canada boosts health IT budget by $400M

The Canadian federal government last week an-
nounced an additional $400 million in funding for the
Canadian health information network, The Vancouver Sun
reports.

Canada Health Infoway is working to improve the
storing and sharing of EHRs among clinics, hospitals,
pharmacies, and other health facilities.

Canada Health Infoway already receives $1.2 billion
annually.

The largest portion of the additional government
funding is for a three-year, $612 million program for
provincial and territorial governments to adopt guaran-
teed patient wait times, which means facilities will care
for patients with critical health needs in a specific amount
of time.

The budget supplement also includes an additional
$22 million for the Canadian Institute for Health Infor-
mation to improve and expand wait-time data.

With the additional funding, the institute will now

receive $57 million annually. B

Questions? Comments? Ildeas? }_

Contact Managing Editor
Andrea Dickey, CPC-A
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Healthcare professionals are busier than ever with
more patients and more computer skills to learn. But
they’re up for the challenge.

In fact, a growing number of medical professionals
are seeking a creative outlet as amateur writers. And
they’re writing about their experiences with EHRs.

How? They blog. Also known as Weblogs, blogs are
online publications that allow anyone with Internet ac-
cess to become an instant publisher.

Content can range from personal thoughts—similar
to a diary—to news, analysis, and political rants.

Blogging’s popularity has grown exponentially since
the first blogs launched roughly a decade ago.

Popular blog search engine Technorati tracks more
than 40 million blogs and estimates that someone creates
a new one every second. In fact, you might be surprised
at how large and vocal the blogging community is.

Kevin Pho, MD, an internal medicine physician at
Nashua (NH) Medical Group and author of the popular
medical blog Kevin, M.D., estimates that there are cur-
rently 500-1,000 blogs by physicians and other health-
care workers. Physician bloggers typically write about
medical studies or hot topics in healthcare (e.g., technol-
ogy, Medicare reimbursement, etc.), and their writing
styles range from lengthy rants to short headlines with
links to interesting news items.

A family physician who writes under the pseudonym
Sydney Smith launched one of the pioneering physi-
cian blogs, Medpundit, in 2002.

Smith says she began blogging to express her opin-
ions about healthcare topics in the news and to release
frustrations over misinterpretations of medical studies.

Because it is relatively easy to set up a blog—by using
free blogging software from Web sites such as www.
Blogger.com, you can set up a blog in a few minutes for
free—blogging has broken down barriers that previously
prevented physicians from communicating with the public.

Now physicians can easily publish their writing for

the entire world to see.

Physicians are blogging for better healthcare

And because most blogging software allows readers
to comment about what the authors write, they can also
discuss their favorite topics with readers from around
the world.

Medical blog readers often include other physicians,
lawyers, and anyone else interested in healthcare.

“[There are] a lot of discussions between the physi-
cians, so there’s some pretty good debate that goes on,”

says Pho. B

Blog it up: Get involved

online and get answers

Here is a list of popular, helpful IT blogs. For more blogs,
check out www.hitsphere.com. It lists more than 40 HIT-relat-

ed blogs.

HIStalk—nhttp://histalk.blog-city.com

This blog, launched in 2003, covers HIT news and opin-
ion. You can also find interviews with healthcare whistle-
blowers, such as Justin Deal from Kaiser Permanente. (Deal
sent out a mass e-mail about an EMR crisis at Kaiser after the
board ignored it. Kaiser CIO Cliff Dodd left right after Deal’s

e-mail went public.)

The Healthcare IT Guy—www.healthcareguy.com

Shahid N. Shah, the author of this blog, touts himself as
an HIT evangelist. He's been a CEO, a chief architect, and a
software engineer. He now reviews new products and dis-
cusses EHR functionality (e.g., search capability) and gives
advice (e.g., how to develop your own MPI using open-

source software).

EMR Update—www.emrupdate.com

EMR Update is an online community with blog links,
forums, articles, chat groups, and resources. This site also
lists EMR price comparisons. Registration, which is free, may

be required to access portions of the site.
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